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FRAMEWORK FOR ESTABLISHING A EUROPEAN ELECTRONIC ID-CARDS
SYSTEM

Introduction:

The CCBE and its delegations have recently undertaken important steps for the legal profession in the
field of Information technology and the technological infrastructure of electronic communication. In this
respect, the CCBE issued (please see http://www.ccbe.eu/index.php?id=94&id comite=11&L=0) the
following guidelines and recommendations:

Electronic communication and the internet — guidance for lawyers

CCBE recommendation on the implementation of the data retention directive

CCBE Recommendations on Electronic ID cards for the legal profession

Guidelines for e-signature projects and for using electronic signatures by legal professionals

Technologies for Bars and Law Societies need to be attributed a very high significance in the future. In
this respect, several traditional functions of the Bars and Law Societies are to be adapted to the
changing world of technologies in order to be adequately fulfilled today.

Furthermore, it becomes apparent that several EC instruments (electronic communications,
establishment, and —most likely- the services Directives) that apply to the profession make it advisable
to develop a European wide system for Electronic ID cards. Such a system should be characterised by
cross-border interoperability and should consist basically of procedures for exchange of information by
electronic means in a better and more efficient way.

The European wide system for Electronic ID cards is envisaged as a voluntary scheme, at this early
stage consisting only of a body of minimum technical standards which allow for cross-border
interoperability. The participation in the system, the means of the national structure, certification policy
and its finances are completely up to the CCBE members to decide according to their national
situation. Since the national bars remain the only bodies competent to accredit the professional status
of lawyers, they are the only bodies competent to create a national scheme of electronic ID cards.

However, if CCBE member bars decide to embark on a system of electronic ID cards for lawyers, they
are provided through the scheme outlined in this paper with minimum technical standards. These
standards will be interoperable throughout Europe, and CCBE member bars thus can deliver a
valuable and important service towards their own membership. This would allow e.g. a French lawyer
with a French certificate to have the guarantee that his/her policy complies with the CCBE standards
and therefore would be trusted in another Member State that has adopted the framework.

Role for the CCBE:

In this proposed framework, the CCBE would have a triple function to undertake:

1) The CCBE can be constituted as a competent authority that oversees that the national conditions of
emitted Smart Cards are in accordance to European standards and can be recognised for cross-
border practise1. The CCBE would trust the notification of a national bar that the policies of
certification fulfil these standards. The national bars might want to undertake a compliance audit in
order to verify that its certification policy is in accordance with the CCBE Certification Policy. The Bars
and Law Societies holding this certificate could be announced to relevant national, European and
international authorities and publicised on the CCBE’s web site. The CCBE, upon request of the

' The expression “competent authority” is not meant to say that the CCBE should issue any Digital Certificate. “Comptetent
authority” as used in this document is referring to a technical rather than a legal role for the CCBE. The CCBE with the approval
of the attached “European Digital Certificate Policy for Lawyers” would only create common technical standards for evaluating
and checking national policies of the National Certification Authority.
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National Certification Authority would publicise on its web-site that the National Certification Authority
issues certificates in compliance with the CCBE Policy. Furthermore, the National Certification
Authority could on its on web-site announce that its certificates are in compliance with the CCBE
policy e.g. by using a special for this purpose designed CCBE Logo. This would mean for the CCBE a
role of entity of trust towards national policies of Digital certification of national Bars. In the long run,
this would create a poll of National Certifications authorities that comply with the European CCBE
standard and generate a wider acceptance and trust amongst country certificates. The cost of the
audit would have to be paid by each member bar of the CCBE.

2) As a European body, CCBE could promote the insertion of chips with digital signature in its own
European card for European Lawyers and promote the use of electronic ID cards at European level®.
The CCBE card is, in this respect, a simple solution to promote the use of electronic ID cards which
have already EU acceptance regarding its material/physical side, since the card is edited by national
bars which are the only bodies competent to accredit the professional status of the lawyers, a
competence which extends also to the internet.

3) The CCBE in the future could also develop contents and services accessible through a secured
platform for its members only and/or for EU lawyers at large. The CCBE should benefit from a faster
and more secure exchange of information between all the parties involved and more means to
overcome the geographical distance between its members.

Conclusion:

Technology is of increasing interest to European Lawyers since in their daily practise, professionals
face issues concerning online activity and cross-border recognition, not to mention their special need
for earning costs and working time efficiently.

The attribution of the institutional role for the CCBE and of a developing role to national Bars, together
with the potential implementation of the necessary tools will consolidate the progress that European
lawyers need in order to face the immediate challenges of the future in this field with guarantees and
efficiency.

+ ANNEX

TECHNICAL STANDARDS FOR INTEROPERABILITY OF ELECTRONIC ID CARDS

2 |n order to implement these two objectives, a proposal for an EU certification policy is also annexed to the present document to
be used for future cards.

Conseil des barreaux européens — Council of Bars and Law Societies of Europe
association internationale sans but lucratif
Avenue de la Joyeuse Enfrée 1-5— B 1040 Brussels — Belgium — Tel.+32 (0)2 234 65 10 - Fax.+32 (0)2 234 65 11/12 — E-mail ccbe@ccbe.eu - www.ccbe.eu

September 2007
3




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /FRA <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


